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(Remarks & Specifications)

General Information:

1. Objective: Secured the Endpoint Detection & Response (EDR) solution to protect, monitor, and respond to

endpoint threats across the organization..

2. Contract Period: 3 years

3. Number of Endpoints/Users: 300

4. Deployment Model: The solution must support both on-premises and Cloud deployment.

Technical Requirements:

*Deployment and Management :

i
2.

ou s w

The management console must provide role-based access for users to login

The agent must be capable of communications with management and reporting even when not connected
to the corporate network (e.g. working remotely or over the Internet).

The solution must be able to maintain and track an endpoint agent as it transits between networks.

The solution must be able to offer agent and console updates seamlessly and automatically.

The solution must support different Operating Systems, especially Windows (Workstation, and Servers).

The solution should provide the capability to expand the modules while relying on the same platform and
the same sensor.

*Endpoint Protection :

1.

Moo nos W N

Must support Anti-malware protection to defeat known malware

Support File and Web URL Reputation protection.

Support Behavior Analysis to monitor runtime processes and detect suspicious or malicious activities.
Support Application Control to whitelist or block unwanted and unknown applications.

Must not be detected, tampered with, or disabled by unauthorized personnel.

Must prevent attacks when no network connectivity to the Internet is present.

Must not impact the performance of the endpoint, in any environment.



10.
11.
12,
13:
14.

Must provide capabilities to collect application properties, compare against known attributes (hash, name
publisher, etc.) to check for malicious code, and remove/quarantine suspicious applications.

Must provide the capability for managing exceptions and preventing false positives using application
whitelisting.

Must prevent software exploits by enforcing in-memory protection.

Must protect against file-less and malware-free attacks.

Must provide ML/behavioral scanning capabilities and not only signature-based detection.

Capability of blocking USB devices.

Must provide Host-Based Firewall capabilities

*Detection and Visibility :

1.

N B B N

8.

Must continuously monitor and track endpoint activity to analyze behavior in real time and prevent known
and unknown threats.

Must continuously record endpoint telemetry metadata for incident investigation purposes.

Must provide the ability for incident data search and investigation in both real-time and historical.

Must track process and service creation and termination historically and in real-time.

Must track registry changes historically and in real-time.

Must allow searching for a specific IP address.

Must allow searching for activity by usernames.

Must provide comprehensive searching functionalities

*Response and Containment :

1

N

Must provide incident response and containment by isolating infected endpoints from the network, while
still maintaining communication with the agent for investigation.

Must provide real-time remote access to the endpoints.

Must provide the capability of creating incidents.
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