dradilgdl i Y Astaal)
Crsaill g aal guall 4ia 41 Aalalf 48,40

53 gaaall dalad) daalial)
ejbm ﬁ‘ﬁu&MJ

<) gl A Baaly Adnl) pana a9l (Firewall) s U s &) 4

.2025-10-32 : 8 dulaall duailiall

Ol 5 ael guall A0 W1 dalal) AS L) 1Ay Sdial) Agal)

sl 5 aal guall 4353 ;Y1 Aalall AS i) 13 asdienal) Agal)

(Ol 5 aal guall Ao ;Y1 Aalall AS L) salad) 5001 0 A gipenal) Agadl
AS A A ) se 1 i gall) jaeca

.2025/10/07 : saa¥) gl




dsadilg) A5 Y AStaal)
Crsaill g el gaall Aia Y Aalad) 4S il
duailia o g o agalil 5 ge
) g 3G Baal g Adind) aans 2530 (Firewall) b Jlas ) yd rduailial) ol
:2025-10-32:duddlial) ad

O sadl 5 ael saall din ;Y Aalal) AS H21 1Basiiesall dgall
@;AHJ'J (Firewall) b Jlas ¢ 3 oa gy A8aiinal) éjl_.u.!\ L] dalall 45 3 gl
2025-10-32 a8 ) &) gius COU B0l  Asal)
) s A5 33.4]3 Asal) A ?J}‘ (F""ewa”) Lf)u Dlaa eyl ?M‘ k.i)l:.“.l

A gSall iy yidiall s plSaY g dalae dale duablia JDA (1o o) pill el jal STiu 3
(553 mailial) < dn gibe a5 coliafiag 5 jaball Clagdedlly (22022 4iud (8) o3
Gl (8 Baana HEN Galliall sal W i g5 gllaal) Jualill jules ol Lde el
Auailiall

83 ylua pif agu) add day Aallidl (Bl o Jsaall cpaigad) cuailiadl (Ko 4
Aaidlial) LBSGJ c.‘).nﬂ Ac g J:J u[.\\.nlc 6&13)\ JU..J.J OJJ.&GJZ.NA'; (25) LAJ‘JEA
2025/10/27 &3 5l (Y 53 Zlaa (30 e AUl deld) ga

el pan )l ol ool dlgs g dusiliall 35 g i gl il il ae ga JAT 5
138 a3 Jos ranin g5 ke & 5 &y (315 <2025/10/20 (581 gl) (1551 53l 23NN
e A ddhie lee (8 OASHAS AN B 0 e 8 ) cltlall aads o) e (gl
u.‘;—uusz\j\ng‘ L)»J\JAHJLAJJ)& udeSA.“&JL&:—a:IA‘,SAJ‘ &)LAAL.MJ‘SJ‘J‘
Z\SJ‘JHW_)M d:\.agy‘ Pr= _3\ JJY\ LB“LH‘ 22 PSJBJLAC ‘;‘)S‘)A.“ ;\:\]Lc e:-u:.q
Info@josilos.com

(1:01) deluad) U8 olial Guaall Gl giall (3 Clelaall G saia b g sall gl iny 6
2025/10/27 33 sall (V) 53 2lia

ol gl ae sa A 7 )6 (e i) La gy 90 saal Ay jlus gyl () 5S5 Gl oy 7

:\.35443\.‘\.15&‘}_\9 ;Lhd\dﬁgwumqmgjuaﬁ dscaés)au\&_x;} 8
Gilallaiall o ASLaall 3 Alalall 5 diad jall gl aaf e 5 j0la Baas el
-aglull

=



ol g 433U 30l g Aall ez a9 3 (Firewall) b las o i :daslial) aul -
.2025-10-32 :dadliall a3, -

ol s (e % 3 Aasiy telaall Jodo (palidad -

(oAl wali e g F )5 (e 5 90 :ge-otﬂ‘ Ok B3e -

elhall Ja0 0l B3 pe e Gl se 5l il ah Cagus -
¢yl aniil ae ga HALS Cpoasall i gl g s U dey Juay (5311 (2 2l o) al
Omall Ol i) (& elly sy 0al) Guallial) Mas ) guany (g sall 8 pana g
.(2025/10/28 3l sall 5 4 gy e dgalall deludl) 8 ol

et sSAl ) sinll

Osail) g aal guall dia Y1 dalall 4S L)

u.u)\.).q&__ﬁl;._}_s‘).ac u.:(as;.“ t‘)u-:\zu_,s;.“ ‘;‘LAAL“AMSJ‘J‘Q;L\A‘&MULAQ
Ja¥ Gl 22 4855 jlae (5 3S pall lle aclas cals — (jlac daplS)

. WWW.josilos.com : 55 5 a8 sall 142917 . a
info@josilos.com « 065510182 : ai, aila

DA gl o) ) o gt gy Jgamall 325 (3N (salia Canen 3,8l 5 gl
Lﬁh?b.\s‘umu\uub\ox;Llad\a}cﬂemua)cg\aw*»\u;ﬂdm
_OM ;U:a_“o‘,cj‘):uul.g);d‘g

A plaa J Al ol ja) gl o) (Ao st 5 513 L) 55 pim (ge AS i das
_2.'&;11\3_33\.&3\1\3 eUaall 3_9::...\.3\.@:\.\:_ uaya.'\a.“ ngjéa

A LS ey Jib A jle e 4,
uaw\uyw‘wu‘)‘awp‘ﬁ‘J\Jh‘é‘é\uu\ujadﬂu&

ASMMUAJ_,:A@\ uh@cwﬂ\éuh.l:m;‘i‘@} cUaxll L\A@L@.\lﬁ:
M\MASJ\w@ubjﬁm\wcw\hijkydh%ud\d);\g.\.mu

Jsaal) A, 55 5mal e g Aasalgl) ye g pall AS Sl o) 2 Aiall 3y
A sl

10

9

A2

A3

14
A5

16

AT



duabliall clily Jgan
Bid Data Sheet

ULl 038 (883l 5l a geaill daiad (yia jlas gl 3 ga Al

dale algai

(O saill g el guall Aa yY1 Aalall AS ) 1Ay idial) Agad) and 11
a5 gl gaall A3 ;Y1 Aalad) AS 80 1B ienal) Agal) and

LR adl 5 aal guall din SV Aaladl AS H20) saBed) 3 1a) (e A gigenall Agad) )

Gl ghus SO0 Baal g Aiall pana a9 3 (Firewall) U Sl o)y dablial) P
2025-10-32 :duailiall o8,

el Cia g

e GO0 Baal y Adall aane a3 (Firewall) ol las ol 5

B

AS AN A5 a1 salll jlaa 1.2

ousw ,.umx A g Sy uw U_\; ,bun v A%l s U;L_.n, “,u‘
. WWW.joneps.qov.jo

dailial) 3y clgiaa

sduablia) @il a g b Vel

15 b Aailiall (35 i 53 lla al 2 Y 4 jidall dgall oyl gic

B3N el aadll ]

Gilas gyae o pSall g Ld - g Sall claabuall 531 se 1ala dikie Slee () giall
22 &858 ke oS all dle aellas Gld — Clae duaplS) s jlae

Ana il Qsulad) ad J5¥) @idall 143 el 5 il A

Oles Al
dpadilgd) da ;Y dStaal)




065510182 il
Ext:114
065518341 ;S
Info@josilos.com : s Y & )
38 sall (Y1 o gy yeds day (e QAN Ao L) seda gil) lalhs aDELY (Lilgdl) 30 gall
.2025/10/20
slaa )Y a5 elsa (e A Ao Ll sz gl Clalha e 4 jidiall dgadl 34 Al s gall 2.7
.2025/10/22 & 54l
vagdl das)
A ) daly (2 padl sl 1.11
COomaliall g 4 idall dgad) (e G yall 3 A ad) ARL aates
Ac galaall o) gall 95 jeall 330 51 dan 5 Gl 2 Y Ay ad) Al aates
A Wl Al (6580 i anE g
rAdlay) (il ¢/1.12
A ALy Gl dum je (B paE) o Galliall e
(2 stlaall Jeal) Aagids pe anlis) e 3 ga 5 Ganialy Jgmiall (5l (glad dans -1
Jsidl e Gge duad ) -2
Q‘).\uki:muc JSSYB_)NJMUG dﬁg\";ﬂ\}gﬂ\ )J&‘Q‘J‘.@.&H.\sﬁ -3
,cwhﬁd\w\@wu#ﬁé@&@)&ﬁﬁ -4
_Q\P@)\ocdig\]uecwhﬁldiwmﬁﬁﬁghaﬂ -5
o) Jyas 515
dall 30555 58 A (Raal all) dosaill pady ¥ Galliall (e pdiall adl
A5l B ylal - Sall 28 " il LSl i/815
Atadl gana )1 (g diall g85a) el (Al
el shall 5 o g 1 ABST Slalis A3 1 Slally 0 €5 o Cang Aadiall ey 1 ) Alas 16
& slaall g il i
sl daiaall dgall (gl i/2.18
Agslhae raod) aan e cilasd «/2.18




p32 90 108l 4adla 5 b
(09 el @il il e gall e U5 (e Ly 58 L 92 90 33al Iallia yia ol iy (of gy

1.19

planll Jgda oyl

b i g yda pe 4K AUS JSi Jo elhaall J5aa el Gyl Jady o o
O 1]y ASlaall 8 dlalad) o il aal e | jabia opmaldl) 008 o uagg (G S0y
(Bl Z3saill 3y O3S O a4 AJUS UG e (gl

ol Gage s (e %3 slaad) Jeda ali Alac g dad

rellanl) dpauubMa)L‘oﬂ
Lastilasn 90

2.20 51.20

toaad) fud
oAl e A daall ) &Sy Alial e Ad 4l any

1.21

il (e gddl)
u.A.\_,s.l w.;a.u u‘ () UASLLQ“ e A.|Lu @9}!114 L)a).i.d\ ua;u.“g.k.;“ uﬂ)ﬂ‘
U)m\cﬁyjajmd)unu}aé)\a.\nM\@e&)ﬂbua}ad\ua‘)éba‘;la;

3.21

gl g a2

Byl g gl auai Gl Y Ay il Agad) ol sie

el 5 el guall 403 ;Y1 Aalall 48 520

Ol uilay g yee (p oSall g s - A Sall claalisall 3513 e Al dilie e
¥ Gadall 22 a8 58 jlee (538 all Al aellae Cald — lae dpanilS

. WWW.josilos.com 55 58IV adsall 142917 .ua

Info@josilos.com « 065510182 : a8, uila

Asadigd) dsa )Y dstaal)

to g ) Al ao ga LA

2025/10/27 gl

(8l Baal gl i gl

3ol B8 e ppang e ity Gualliall ey damsall Ll PA e Gl apls
!

Ly S pgan 5 je way (pralliall o Viliig SN (g all agals

1.23




roas ol b (ke

) gl e Ul g Ol il (B gyl Clilis i At
(Js¥) 1l fad 2l a8

22 ;udll

soee O pSall e Ll

Olee (Al

1029l 7 e ga
2025/10/28 17,1
)..:.\:; i,»al:.l\ :LLLB‘,]\

1.26

todg ) g 0 ga yadi (8 (DoY)
. WWW.josilos.com 4 idall dgall g 5SIVI a8 gall e SV iy

2.26

ol 4 e g a0

Salf AMa) L

P(Ahadl) Sall dasal) ANaY) Ge SV LA (e ali ) A3y )
Al 3 (pS Laall Guailiall Lall iyl
Ay il Agall g SV a8 sall e ey o

1.42

Astlaa LA Cen el

a3 B ke )S3 as) %10 dahy 2450 sl Gaas ol 5 A5 ALK a0l sgatall b
g dlady g A Baal 4yl AUYI w5 U5 adde Jlaall dliall (e (RIGSY L Lkl
Alpall AUS 23ul g eUaell gl 2!

A 706 e all A 3521l 5 1) e A g pusall dgall (3! 285 Cpa anaEl Baasall 3 dl)
Al

L 5 AEEY) e ad il e dgatiall ik 13) 3l e ANS s

1.46

30,84l g i
ALl ANV 5l e sl daes 15 ial) pos )l adal Baaaall 3 yidll
ALl Bl 5 o) Al iy ol I ALY adiall jead) (e YL 6 05 sl poll Ao

3.46




sdial) &g
Aoy 5l LAl AaYL el QS 22U T2 (e bl B yde 13l a6l saaall 5 yull
_M\w“\.ﬁsﬁﬁ_’@‘#| c_ﬂ

1.47

sl Aay) ) B e al ey
e8! 5l Aanall AAYL Aalesall oyl Glad @yl 5 e il dial yiel wais Gailidl e

Al ge (BleV gl e dae bl ded J3A o1l Sl jal of dailialy laty )
Al

3.48




2 IS0 1€ o R A0 g (€9 e € oS 1% ey ey’

L FD ¥ frmc? (€102 o0 (0 80 o 1 oy 5RO ferny S0 ey

0 e A= (K= Ry
b | =0 <o ofS (Ilemaild) 6 = pafy pre ok e | b = Ty wrCe i (ko | (0€) ¥9 af e o0
ahal
rTEy) _w‘w‘%_
b el ol | | S
(e . (7 o wve ¢ (P vf = - irel2 [
: fo (e (e sy | Fere | (57 o e A p
i o : e o ([
w1 (e N2 (e

ary (0 £%06P




Al clial gal) (el
A sl sall 5 ulaall e o310 3855 o g

(Firewall) )L 5lua
Q: 11TEM
&bﬂ!/aﬂé:w.l/augbu
(Remarks & Specifications)
firewall throughput: 10GB
IPS throughput: 2GB

Threat protection throughput: 1GB

Interfaces:

1. Interfaces: 8-12 GE Ethernet ports, 2 SFP ports, Management port (RJ45, USB).
2. Built-in storage

The firewall should include all security features:

IPS, Anti-Virus/Malware, file blocking, VPN, application security, threat protection.
Authentication:

1. Remote Authentication Dial-In User Service (RADIUS)

2. Active Directory (AD)

3. Single Sign-On (SSO)

4. Lightweight Directory Access Protocol (LDAP)
5. Terminal Services and Internal User Database.

Threat Protection: Block viruses, spyware, malware, and network wormes, risk application, botnet & application

vulnerabilities.

Data Filtering:

1. Files should be identified by file signature

2. The firewall should be capable of identifying and, optionally, preventing the transfer of Various files (MS Office,
PDF, etc.) via identified applications (i.e., P2P, IM, SMB, etc).

General Firewall Conditions:




1. The Firewall should include IPS, ANTI-X, and any other Security Services in the appliance should be fully
integrated without affecting the requested throughput mentioned above.

2. NGFW performance shall be based on the best Practices recommended configuration by the vendor to have the
full security available.

3. The platform should be optimized for layer7 application-level content processing.

4. The application engine should identify more than 2000+ commercial applications.

5. High Availability, Active / Active and Active/Passive or Cluster.

6. SSL Decryption for all application traffic, and the ability to block any unknown encryption Standard.

7. Ability to block any detected unknown application.

8. The proposed firewalls shall support 802.1Q Virtual Local Area Networks (VLANS) tagging (in tap, transparent,
layer2, and layer3).

9. Support dual IPv4 and IPv6 stacks, application control, and threat inspection

10. Support logical Ethernet sub-interfaces tagged and untagged.

11. Support static, Routing Information Protocol version 2 (RIPv2), Open Shortest Path First (OSPF), and Border
Gateway Protocol version 4 (BGPv4) routing protocols.

12. Support policy routing based on zone, source or destination address, source or destination port, application,
and (AD) / (LDAP) / (RADIUS) user or user groups.

13. Support network traffic classification, which identifies applications across all ports

Irrespective of port/protocol/evasive tactic.

14. Integrate user identification, allowing Active Directory groups and specific users to access a particular
application, while denying others.

15. Support voice-based protocols (H.323, SIP, SCCP, MGCP, etc.).

16. The firewall should make a decision based on different matching parameters, not based on layer 4 parameters,
such as applications, URL categories, IP addresses, security zones, username/groups.

17. Policies based on port-and-protocol, And Application as the match criteria (application decision should not be
- done separately).

18. Policy-based control by user, group, or IP address (user control should be flexible to support a single user, not

only AD groups)

= — bk



19. Support the Geographical Location policy in a security rule, where connections going to a country or countries
can be blocked.

Management & Reporting:

1. The appliances must have full capability of reporting and management for the appliances
2. Ability to build a custom report based on a specific time and using many criteria (Time, application, specific user,
etc.).

3. O.S. software and Configuration Shall Be easily backed up and restored.
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